MHOPOPMALMOHHAA NMAMATKA O1A OBYYAIOLUMNXCA AnA PASMELLEHUA
HA O®PULUNATIbHBIX MHTEPHET- PECYPCAX

C KaxgbIM roAOM MOJIOOEXMN B MHTEPHETE CTaHOBUTbLCA Oonblue, a WKOMbHUKA OQHU U3 CaMbIX
aKTMBHbIX MONb30BaTeENen PyHeTa. Me>|<,u,y TEéM, NOMMMO OIFpOMHOro KoJmn4ecTtsa BO3MOXHOCTEMN,
WHTEPHET HECET U ﬂpO6J'IeMbI. OTa namaTka gormkHa nomoydb Tebe 6e30nacHO HaxoanTbCS B CETH.

KomnbloTepHble BUPYChI

KomnbloTepHbI  BUPYC - 3TO PasHOBUAHOCTb KOMMBLIOTEPHBIX MPOrpaMM, OTAMYUTENBLHON
OCOBEHHOCTLIO KOTOPOM SABNSETCA CMOCOBHOCTL K pa3MHOXeHW0. B gononHeHne K aTomy, BUPYCbl MOTyT
nospeanTb U NOJNTHOCTbIO YHUYTOXWUTb BCe CbaIZJ'IbI N OaHHble, NMOAKOHTPOSIbHbIE NOJfib3oBaTesnto, oT
MMeHU KOToporo Gbina 3anylleHa 3apaxeHHas nporpaMma, a Takke NOBPeAuTb UMW AaXe YHUUTOXWUTb
onepaLMoHHYI0 CUCTeMy CO BCeMu hannamu B Lernom. B GonbluMHCTBE crnyvaeB pacnpocTpaHsloTCs
BMPYCbl YEPE3 UHTEPHET.

MeTonb! 3aWMTbI OT BPeAOHOCHbLIX MporpaMm:

1. Ucnonbayii coBpeMeHHble onepaunoHHbIe CUCTEMbI, UMEIOLLME CepPbe3HbI YPOBEHb 3aLUUTbl OT
BPEAOHOCHbIX Nporpamm;

2. TlMocTosiHHO YycTaHaBnuMBaW Maymu (Uughposble 3arfamku, KoOmopble asmoMamuyecKu
ycmaHasnusatomcsi ¢ yesnbio 0opabomku npoepamMmbl) N Opyrme obHOBNEHMS CBOEN onepalyoHHON
cuctembl. CkaumBal Ux TOMbKO C oduumManbHoro canta paspabotunka OC. Ecnv cyllecTBYeT pexum
aBTOMaTU4eCcKOro 0GHOBIMEHWNS, BKIHOYM €r0;

3. Pabotan Ha cBoeM KOMMNblOTEPE MoA npaBamu Nofb3oBaTens, a He agMUHUCTpaTopa. JTO He
no3BonuT BOMbLUMHCTBY BPEAOHOCHbLIX NPOrpaMM WMHCTanMpoBaTbCd Ha TBOEM MepCOoHarbHOM
KOMMbIOTEPE;

4. Wcnomnb3yh aHTUBMPYCHble MpPOrpamMMHble MPOAYKTbl  WM3BECTHbLIX MPOU3BOAUTENEN, C
aBTOMaTu4ecknum obHoBneHnem 6as;

5. OrpaHqu C*)I/I3I/1‘-|eCKVII7I OOCTyn K KOMMbOTEPY ONMA NOCTOPOHHUX NNLL;

6. Wcnonb3yn BHelWHWe HocUTeNn uHGOPMAaLMK, TakMe Kak dnewka, Auck wnu dann us
WHTEpPHeTAa, TOMNbKO 13 MPOBEPEHHBLIX NCTOYHUKOB;

7. He oTkpbiBaii koMnbloTepHble dainbl, NOMyYeHHble M3 HEeHaAEeXHbIX WCTOYHMKOB. [Jaxe Te
dhannbl, KOTOpble NpUcnan TBOW 3HAKOMbIN. Jlyylle YyTOUHW Y HEro, OTNPaBrsn N1 oH Tebe nx.
Cetn WI-FI

Wi-Fi - 3aTo He BMA nepedayn OaHHbIX, HE TEXHOMOrMS, a BCero nub 6peHa, mapka. Ewe B 1991
rogy HugepnaHackas KoMmnaHus 3apervctpuposana 6peng "WECA", yto 0603Havano crioBocoyeTaHue
"Wireless Fidelity", koTopbIlt nepeBoamTcs Kak "6ecrnpoBogHas TOYHOCTL".

[o Hawero BpemeHn gowna gpyras abbpesuaTtypa, KoTopas sIBNSETCA TakoW Xe TEXHOSOrnewn.
910 abbpesuatypa "Wi-Fi". Takoe Ha3BaHMe ObINIO JaHO C HAMEKOM Ha CTaHOapT BbiCLUEN 3BYKOBOW
TexHukn Hi-Fi, 4To B nepeBoae 03HayaeT "BbiCOKasi TOYHOCTL".

Ha, OGecnnaTHbl WHTEpPHET-4OCTYN B kKade, OTeNnsx W aspornopTax sBnseTcs OTMAUYHOMN
BO3MOXXHOCTbIO BbIXOAa B MHTEpHET. Ho MHormMe akcnepThbl cunTatoT, UTto ob6LwenoctynHele Wi-Fi ceTn He
ABNAITCA 6e3onacHbIMU.

CoeemsI no 6e3onacHocmu pabomsi 8 o6uiedocmynHbix cemsix Wi-fi:

1. He nepepaBan cBo nuyHyo nHdopmaumio yepes obwenoctynHole Wi-Fi cetn. PaboTtas B Hux,
XenaTtenbHO He BBOAMTb Naponuv JOCTyNa, NOrMHbI U Kakne-To HoOMepa;

2. Vcnonb3yn wn OBHOBMNSIN aHTUBUPYCHble nporpammbl M 6GpaHgmayep. Tem cambiM  Tbl
obesonacuib cebsi OT 3akayky BUpyca Ha TBOE YCTPONCTBO;

3. Mpu ucnonbsosanum Wi-Fi oTkntoun dyHkumio "O6Lwwmin gocTtyn K dparnam n npuHtepam”. aHHas
OYHKLMSA 3aKpbiTa MO YMONYaHUIO, OOHAKO HEKOTopble MONb30BaTeNM aKTMBUPYKOT ee And ygobcTtea



ncnoJjib3oBaHnA B pa60Te mnnn yqe6e;

4. He wncnonb3yn nyonuuHbin WI-FI gns nepegadnm nudHbIX OaHHbIX, HaAnpuvep Onsi Bbixo4a B
coumanbHble CETU NN B NEKTPOHHYHO NOYTY;

5. Vicnonb3yn Tonbko 3alumileHHoe coeguHeHune Yeped HTTPS, a He HTTP, T.e. npu Habope Beb-
agpeca BBoAN MMeHHo "https://";

6. B mobunbHom TenedoHe oTknoum dyHkumo "MogkntoveHne k Wi-Fi aBTomaTtnueckn". He
[onyckan aBToMaTMyecKkoro nogknodeHus ycrporctea k cetam Wi-Fi 6e3 TBoero cornacus.

CouumanbHble ceTn

CoumnanbHble ceTM akTMBHO BXOOSAT B Hally >XW3Hb, MHOrMe nioan paboTalT M KUBYT Tam
noctosiHHo, a B Facebook yxe 3apernctpupoBaH MURnMapg YenoBek, YTO SBNSETCS OOHOW ceabMoW
BCEX XUTenewn nnaHeTbl. MHOrve nonb3oBaTenu He NOHMMAIOT, YTO MHAOPMaUUs, pasMeLleHHast UMK B
coumanbHbIX CeTsX, MOXET ObITb HalaeHa M Ucnonb3oBaHa KeM YrofHo, B TOM Yucrne He obs3aTenbHO ¢
onarMmm HamepeHUsIMMU.

OcHog8HbIe coeembl 1o 6e3o0nacHoOCmMu 8 coyuasibHbIX Cemsix:
1. OrpaHunyb cnncok apyseit. Y Te6s B ApY3bax He AOMKHO GbiTb Cry4YaliHbIX M HE3HAKOMbIX N0Ae;

2. 3awmiani CBOK YacCTHYK >XU3Hb. He ykasbiBa naponu, TtenedoHbl, agpeca, gaty TBOEro
poXOEHMS 1 OPYTYI0 NIUYHYO MHpopMauuio. 3r0yMbILLNIEHHWKX MOTYT UCMOMNb30BaTh Aaxe UH(OopMaLnio
O TOM, KaK Tbl 1 TBOU poauUTENN NiaHUpyeTe NpoBeCTU KaHUKYIbI;

3. Sawwmwan ceol penyTaumio - 4EPXKM ee B YACTOTE U1 3afaBar cebe Bonpoc: xoTern Obl Thbl, YTOObI
Opyrve nonb3oBaTenu BUOENW, 4TO Tbl 3arpyxkaewsb? MNogymai, npexge 4em 4To-To onybnvkoBaTtb,
HanucaTb W 3arpy3uThb;

4. Ecnu Tbl FOBOPULb C JIOObMU, KOTOPbIX HE 3Haellb, He UCMOSb3ylh CBOE pearibHoe UMS U
APYryo NUYHYH MHOPMaLUK: UMS1, MECTO XKUTENbCTBA, MECTO Y4ebbl U NpoYeE;

5. WNsberan pasmelueHus cotorpacdun B MHTepHeTe, roe Tbl M300paxeH Ha MECTHOCTU, Mo
KOTOPOW MOXXHO ONpeaenuTb TBOE MECTOMONOXEHNE;

6. lNpwu pernctpauum B counanbHOM CETU HeOoBXOAMMO UCMONb30BaTb CIIOXHbIE MapOsu,
cocTosme u3 6yks 1 UMdp u ¢ KONMYECTBOM 3HAKOB HE MeHee §;

7. Ons coumanbHOM CeTu, MoYThbl U APYrUX CalnToB HeoBXOAMMO MCMOMb30BaTh pasHble Napornu.
Toraa ecnu Teba B3NOMatoT, TO 3MOYMbILLMEHHUKM MOMyYaT 4OCTYN TOMbKO K OQHOMY MECTY, a He BO BCe
cpasy.

ONeKTPOHHbIe JeHbIn

OneKTPOHHbIE AEHbIN - 3TO OYeHb YAOOHbIA cnocob nnaTexen, 0OHAKO CYLLECTBYHT MOLLUEHHUKN,
KOTOpbl€ XOTST NOMY4YNTb 3TN AEHbLIN.

SﬂeKTpOHHbIe OeHbIM NnoABUIMCb coBCeEM HELABHO U UMEHHO M3-3a 3TOr0 BO MHOIMMX rocygapcreax
A0 CUX Nop He NMpOonncaHo Npo HMX B 3aKOHax.

B Poccumn xe OHM (PYHKLMOHUPYIOT U O HUX YXe NPONUCaHO B 3aKOHe, rae MX pasgensioT Ha
HECKOSTbKO BMAOB - aHOHWMHbIE U HE aHOHMMHbIe. PasHuua B TOM, YTO @aHOHUMHbIE - 3TO T€, B KOTOPbIX
paspeluaeTcsa NpoBOAMTL onepauum 06e3 wugeHTudrkaumm nonb3oBaTensd, a B  HEAHOHWMHbIX
naeHTudrkaumsa none3oBartens aBnaeTca 06s3aTenbHON.

Takke cnenyet pasnmnyaTtb SNEKTPOHHbIE (bI/IaTHbIe AEHbIN (paBHbI rocygapCrtBeHHbIM BaJ'II'OTaM) n
ANIEKTPOHHbIE He(bI/IaTHbIe OEHbIn (He paBHbI roCyaapCTBEHHbIM BaJ'IIOTaM).

OcHoBHble coBeTbI Mo 6e3onacHo paboTe ¢ 3NeKTPOHHbIMU AeHbramu:

1. MNpuBSXM K cHETY MOBUMbHEIN TenedoH. 3TO camblil YAOOHbLIN U ObICTPLIA CNOCO6 BOCCTAHOBUTL
goctyn K cyeTy. lNpuBs3aHHbLIN TenedoH MOMOXET, ecnu 3abydellb CBOW NNATEXHbIA Mapofb WK
3angellb Ha canT ¢ HE3HAKOMOro YCTPOMCTBA;



2. |/|CI'IOJ'Ib3y17I OQHOpa3oBbIiE Naposin. Mocne nepexoga Ha yCuUneHHyro aBTopu3auuto Tebe YXe He
6YD,GT YrpoXxatb OnaCHOCTb KpaXwu UIu nepexsarta rniaTexxHoro napond;

3. Bblbepu cnoxHbin naponb. [pecTynHukam 6ygoeT He MpOCTO yragaTb CROXHbLIA MNaponb.
HapexHble naponu - 3To naponu, KoTopble cogepXaT He MeHee 8 3HAKOB M BKIHOYAOT B ce0s CTPOYHbIe
U nponucHble OykBbl, UMMDPbI M HECKONbKO CUMBOMOB, TakMe Kak 3Hak gonnapa, QyHTa,
BOCKNULUaTenbHbI 3HaK 1 T.Mn. Hanpumep, $tRONg!;;

4. He BBOAM CBOM NMYHbIE AaHHbIE HA canTax, KOTOPbIM HE JOBEpSELLb.
OneKTpoOHHas no4Ta

GHGKTpOHHaﬂ no4yta - 3TO TexHoorma wun npegocrtaBndemMble €K YCryrm no nepecobiyike wu
NONy4YeHUI0 3NEKTPOHHbIX coobuieHnn, KOTOpble pacnpenendarTcda B KOMI'IbI'OTepHOIZ cetn. OB6bIYHO
3]'IeKTpOHHbIIZ NOYTOBbLIA SLWMK BbIFNAOUT cneanywowmm o6pa30M: I/IMH_I'IO.I'II::3OBaTeJ'I$|@I/IMFl_,EI,OMeHa.
Takxke KpomMe nepenadm npocTtoro TekCta, nmeeTcda BO3SMOXHOCTb nepeaaBsaTb q)aIZJ'IbI.

OcHoBHble coBeThbl Mo He3onacHom paboTe C ANEKTPOHHOWN MOYTON:

1. Hapgo BbiGpaTb npaBuMbHLI MOYTOBLIM CepBUC. B MHTEepHeTe eCcTb OrpoMHbLIA  BbiGOP
BecnnaTHbIX MOYTOBbLIX CEPBUCOB, OAHAKO fyylle 4OBEPATb TEM, KOO 3HaELUb M KTO NEPBbLIN B PENTUHTE;

2. He ykasbiBall B NUYHOW MoYTE JMYHYO WHopMauuo. Hanpumep, nydwe BbIOpaTh
"My3blkanbHbIV_gdaHaTt@" unu "pok2013" BmecTo "Tema13";

3. Wcnonb3yih aByxaTanmHyio aBTopu3aumio. OTO KOraa MOMMMO Mapornis HYXXHO BBOAMTb KOA,
npuceinaemsin no SMS;

4. Bblbepn cnoxHbli naponb. [Ons kaxamoro no4vToBOro siliMKa AOMMKeH ObiTb CBOW HaOeXHbIN,
YCTON4YMBLIA K B3NIOMY Mapornb;

5. Ecnn eCcTb BO3MOXXHOCTb HanucaTtb CaMOMY CBOW JIYHbLIA BOMPOC, UCMOSb3YN 3Ty BO3MOXHOCTb;

6. Vcnonb3yin HECKONBbKO MOYTOBLIX AWMKOB. [lepBbii ANA YacTHOW nepenncky ¢ agpecaTtamu,
KOTOpPbIM Thbl [OBepsiellb. OTO SJIEKTPOHHbLIA adpec He Hado WCMNonb3oBaTb NPU perncTpauum Ha
dopymax n cantax;

7. He oTkpbIBan channbl U gpyrue BrAOXEHUA B NUCbMax, Aaxke eCcrfiv OHW NPULLK OT TBOMX APYy3en.
Jlydwe yTo4HM y HMX, OTNpaBnsany v oHu Tebe atn dawnnebl;

8. lMocne okoH4YaHMs paboTbl Ha NOYTOBOM CepBUCE Nepen 3aKpbITUEM BKMAOAKUM C CANTOM He
3abyab HaxaTb Ha "BbIiTu".

KnbepOynnuHr unu BupTtyanbHoe nsgeBartesnibCTBO

KnbepbynnuHr - npecnegoBaHvMe coobLieHMAMM, codepXalmmm ockopbnenus, arpeccuio,
3anyrmBaHue; XynmraHcTBo,; counanbHoe 60I7IKOTI/IpOBaHI/Ie C NOMOLLbIO pa3fminyHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynnnHrom:

1. He 6pocaiica B 60o. Jlyywmnin cnocob: NocoBeTOBATLCHA Kak cebsd BECTU U, €Cri HET TOro, K KOMy
MOXHO 00paTuTbCs, TO BHavane YCNokouTbCsa. Ecnn Tbl HadHelwb oOTBeYaTb OCKOpGneHusaMu Ha
ockopbrieHus, TO TONbKO eLle Gornblue pasoxokellb KOHGUKT;

2. YnpaBnsan cesoen knbeppenyTtaunen;

3. AHOHMMHOCTb B CETU MHUMAaS. CyIJJ,eCTByPOT CrnocoObbl BbLISICHUTb, KTO CTOMT 33 aHOHWMHbLIM
aKKayHTOM;

4. He cTtouT BecTu XxynuraHckuin obpas BupTyanbHOW XusHu. WHTepHeT dumkcupyet Bce TBOM
OeNCTBMSA U COXpaHseT UX. Yaanutb ux 6yaeT KpanHe 3aTpyaHUTENbHO;

5. Cobnitogali CBOH BMPTyarbHY0 YeCTb CMOMOAY;

6. WrHopupym eguHuWyHbIn HeratvB. OpHopasoBble OckopbuTenbHble COoOBLEeHns nyywe



UrHopmpoBsaTtb. O6bI4HO arpeccud npekpawaeTtca Ha HavanbHOWN cTaguw;

7. BaH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COODLLEHUSIMU, B COLMArbHbBIX CEeTAX
€CTb BO3MOXHOCTb BMOKMPOBKM OTNPaBKN COOBLLEHMI C ONpeaeneHHbIX agpecos;

8. Ecnu Tbl cBMaeTenb K|/|6ep6ynnMHra. TBon OencTBuS: BbICTYNUTb NPOTUB npecriegoBaTtend,
NnokKasaTb €My, 4TO €ero OEeNCTBMS OLEHUBAKOTCS HeEraTtuBHO, nogaepXatb XepTsy, KOTOpOIZ HY>XHa
ncuxornormyeckas NoMoLb, COOBLLNTb B3pPOCI1bIM O CbaKTe arpeccmBHOro noBegeHuda B ceTn.

Mo6unbHbIN TenedhoH

CoBpemeHHble cMapT(OHbl M NNaHweTbl cogepxat B cebe BnomnHe B3pocnbii (PyHKUMOHAaN, 1
Tenepb OHW MOTrYyT KOHKYpUpOBaTb CO CTauMOHapHbIMU KOoMmMbloTepamu. OgHako, CpeacTs 3almThl ANs
Nofo6HbIX YCTPOWCTB MOKa OYeHb Mano. TecTMpoBaHME M NMOUCK YA3BUMOCTEN B HUX MPOUCXOOMUT He Tak
WHTEHCMBHO, kak ang MK, To xxe camoe kacaeTcs U1 MOBUITbHBIX NPUIOXEHWUIA.

CoBpeMeHHble MObOUIbHblE Gpay3epbl yKe MPakTUYecKU AOrHanu HacToslbHble aHanoru, ogHako
paclumpeHve hyHKLUMOHana BrieYeT 3a cob0i 6orbLUYIO CITOXKHOCT Y MEHbLLYHO 3aLLULLEHHOCTb.

[llaneko He BCe NPOW3BOAUTENU BbINYyCKaloT OGHOBMNEHNMS, 3aKpbiBalOLLMe KPUTUYECKME YA3BUMOCTM
Ansl CBOWX YCTPOWCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTN MOBUNbHOro TenedoHa:

Huuero He saBngeTcs mno-HacToswemy 6ecnnatHeiM. Byab ocTopoxeH, Bedb korga Tebe
npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT GbITb CKPbITbI Kakue-To NnaTHble YCryry;

Oyman, npexge yYem oTnpaButb SMS, doTo unu Bnaeo. Tbl TOYHO 3Haelb, rae oHu OyayT B
KOHEYHOM uTore?

Heobxoammo 06HOBMSITE ONepaLyoHHYH0 CUCTEMY TBOEro CMapTgOHa;
Wcnonb3ayii aHTUBMPYCHbIE NporpamMmbl Ans MOGUMbHBIX TeNedOHOB;

He 3arpyxaii NpUnoxeHns oT HEM3BECTHOrO UCTOYHMKA, BEAb OHM MOTYT coepXaTb BPpedOoHOCHOe
nporpaMmHoe obecneyeHue;

[Mocne Toro kak Tbl BbIMAELWb C canTa, rge BBOAWMN NNYHYI0 MHGOPMAaUMIO, 3aiauM B HacTPOWKK
Opay3sepa 1 yganu cookies;

I'Iepwo,qwquKM ﬂpOBepﬂVI, Kakue nnatHble yCIyrn aktTuBupoBaHbl HA TBOEM HOMEpPE;

Hdasan cBonm HoOMep MOBUNBHOrO TenedoHa TONMbKO MOASAM, KOTOPbIX Thbl 3Haelb WM KOMY
AoBepsieLlb;

Bluetooth gomkeH GbiTb BbIKMIOYEH, KOrda Tbl UM He nonb3ayellbes. He 3abbiBalt nHorga npoBepsTb
3T0.

Online urpbl

CoBpeMeHHble OHManH-UIpbl - 3TO KpPacoyHble, 3axBaTbiBaloLMe pasBrievyeHus, obbeauHsiome
COTHM ThICSY YernoBek No Bcemy Mupy. Mrpoku vccrnenytoT AaHHbIA MM MUp, O6LaoTes Apyr ¢ ApYrom,
BbINOMHSAOT 3a4aHusl, CPpaXkaloTCsl C MOHCTpPaMU W NOMnyyarT OnbiT. 3a YAO0BOSIbCTBME OHW MNMATAT:
NOKynatT AUCK, ONSa4ynBaoT aGoOHEMEHT UMK NPUOGPETAIOT KaK1Me-To OMNUMH.

Bce aTv cpeactea moyT Ha MoAdepXaHWe M pasBUTME UMPbl, @ Takke Ha camy 6e3onacHOCTb:
COBEpLLEHCTBYIOTCA CUCTEMbl aBTOPM3aLMM, BbIMyCKAOTCA HOBble naTtyv (UMdpoBble 3annaTku Ans
nporpamm), 3aKpbiBalOTCS YA3BMMOCTU CEPBEPOB.

B nogoGHbIx urpax CTouT onacatbCA He CTOJIbKO CBOUX COMEPHUKOB, CKOJIbKO KpaXu TBOEro
naponsd, Ha KOTOpoOM OCHOBaHa cuctemMa aBTopusaunmn 6onblNHCTBA urp.

OcHoBHble coBeTbI N0 6e30nacHOCTM TBOErO MrpoBOro akKkayHTa:

1. Ecnu gpyron mrpok Beget cebs nnoxo unu cosgaeTt Tebe HenpuaTHOCTM, 3abnoKUpyn ero B



CMNNCKe UTPOKOB;

2. TMoxanyncs agMMHUCTpaTopaM Wrpbl Ha MroXoe MOBedeHUe 3TOr0 WrpoKa, >KenaTeslbHO
NPUNOXWTL Kakne-TO JoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasblBa nnyHyto MHopmaLuuio B npodaine urphbl;
4. YBaxaln gpyrnx y4aCTHUKOB MO Urpe;

5. He ycTtaHaBnuBan HeoumumaneHble naTyv U Moabl;

6. Vicnonb3yi CnoxHble 1 pasHble naponu;

7. Daxke BO Bpemsi Urpbl He CTOUT OTKMOYaTb aHTUBMpYC. MNoka Tbl Urpaellb, TBOW KOMMbOTEP
MOryT 3apasuThb.

PULWKHT nnNn KpaXa NMMIMYHbIX OaHHbIX

OOGbI4HOWM Kpakel OeHer M OOKYMEHTOB CErofHsl y)Ke HUKOro He yauBULLbL, HO C pasBUTUEM
WNHTEPHET-TEXHOMOMIA 3MOYMbILUNEHHUKM MEPEMECTUIMCL B WHTEPHET, M NPOAOSHKalT 3aHMMaTbCs
"NoduMbIM" genom.

Tak nosiBMnNacb HoBasi yrpo3a: MHTEpPHEeT-MOLUEHHUYECTBA UK (OULIMHI, FMaBHas Lefb KOTOpPOro
COCTOUT B MOMyYeHUM KOH(MAEHUManbHbIX AaHHbIX Monb3oBaTenen - FOrMHOB W naponen. Ha
aHrnuckom Asblike phishing yMtaeTtcs kak dpuwmHr (ot fishing - peibHasa noens, password - napornb).

OcHoBHble coBeThbl N0 6opbbe ¢ PULLNHIOM:

1. Cnegn 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOS aHKeTa Obina B3romaHa, To
HeobxoaMMo 3abnokmpoBaTh €€ 1 COOBLLMTL agMUMHUCTPaTOpam pecypca 06 3TOM Kak MOXHO CKOpee;

2. |/|CI'IOJ'Ib3yIZ Oe3onacHble Beb-canTbl, B TOM vncre, MHTEPHET-MarasmHoB U NMOUCKOBbIX CUCTEM;

3. Vcnonb3yn crnoxHble K pasHble naponu. Takum obpasom, ecnu Tebs B3noMawT, TO
3M10YMbILUNEHHUKN nony4yaT AO0CTYN TOJIbKO K O4HOMY TBOEMY I'IpOCt)VIJ'IPO B C€TN, a He KO BCEM;

4. Ecnn TeGs B3nomanu, To HeobxoOMMO npedynpeauTb BCEX CBOMX 3HAKOMBIX, KOTOpble
fobGaeneHbl y Tebs B Opy3bsX, O TOM, YTO Tebs B3fnomanu 1, BO3MOXHO, OT TBOero uMeHu byget
paccbinaTbCs cnaM U CCbinku Ha OULLMHIOBbLIE CalThl;

5. YcTtaHoBu HagexHbin naporb (PIN) Ha MobunbHLIN TenedoH;
6. OTKMO4M coxpaHeHne naporns B 6pay3sepe;

7. He oTkpbiBan channbl U gpyrue BAOXEHUA B NUCbMax, Aaxke eCrfiv OHW NPULLAK OT TBOUX APYy3eWn.
Jlyywle yTo4HM y HUX, OTNPaBASann nNn oHn Tebe 3Tn hannbl.

LUndposas penytaums

Lincpposasa penytauusa - 39TO HeraTuBHas WNU No3nTUBHas uWHdopmauus B cetu o Tebe.
KomnpomeTupytowiasa uHdopmauus, pasMelleHHas B WHTEpHeTe, MOXeT cepbe3HbiM obpa3om
OTpasnTbCs Ha TBOeW peanbHon Xwu3Hu. "Ludposas penytaums" - 3T0 TBOW UMMUOXK, KOTOPLIN
dopmupyeTcsa n3 nHcpopmauum o Tebe B UHTEPHETE.

TBOE MECTO XMTENbCTBa, yqe6b|, TBOE d)VIHaHCOBOG nonoXeHne, 0COOEHHOCTU Xapakrtepa u
pacckasbl O OnM3Kux - BCE 3TO HaKanJIMBaeTCH B CETU.

MHorne nogpoCTKM NErKoMbICIIEHHO OTHOCATCA K NyGnvkauum nnyHon nHgopmaumm B VIHTepHeTe,
He MOHMMas BO3MOXHbIX NOCNeACTBUMWA. Thbl Aaxe He CMOXellb AoragaTtbCs O TOM, YTo dpoTorpachus,
pa3mMeLleHHas 5 neT Hasag, cTana NpPUYnHONM oTkasa NpuHATL Tebs Ha paboTy.

KommeHTapuu, pasmelleHne TBoux dotorpaduin n gpyrme AencTtBus MOryT HE UCYE3HYTb Adaxe
nocne TOro, Kak Tbl MX yAanuib. Tbl HE 3Haellb, KTO COXpaHum 3Ty uHGOpMauuMio, nonana fv oHa B
MOVCKOBbIE CUCTEMbl U COXpaHumachb My OHa, a rnaBHoe: Y4To nogymalrT o Tebe okpyxarowme noau,
KOTopble HangyT v yBUAAT 3T0. HanTtn nHdopmaumo MHOro neT CrycTa CMOXET Mobon - kak n3 gobpbix



NoByXAEHW, Tak U C HAMEPEHNEM NPUYNHUTL Bped. OTO MOXET ObITb KTO YroAHO.
OCHOBHble COBETbI MO 3auTe LMMPOBON penyTauum:

1. Mopgymai, npexae Yem 4TO-TO NyGnMKoBaTb U NepefaBaTtb y cebst B Griore unu B coumanbHon
cety;

2. B HacTpomkax npocuna ycTaHOBWM OrpaHMYeHUs Ha MPOCMOTP TBOEro npodunsa u ero
COAEepXKNMOro, caenan ero Tonbko "ansa apysen”;

3. He pasmewan n He ykasbiBain MHOPMaLMO, KOTOpas MOXET KOro-nmbo ockopOnsaTb wnu
obwxarb.

ABTOpCKOe npaBo

CoBpeMeHHbIe LLIKONbHUKA - akTUBHbIE MOfb3oBaTeny LUMdpoBoro npocrtpaHcTea. OgHako ganeko
He BCe 3HaloT, YTO MONb30BaHNE MHOTVMMW BO3MOXHOCTSIMM LiMdpoBOro Mupa TpebyeT cobnogeHuns npae
Ha UHTenneKkTyanbHyt COGCTBEHHOCTb.

TepMuH "MHTenNneKTyanbHast COGCTBEHHOCTL" OTHOCUTCA K Pa3fuyHbIM TBOPEHUSIM YENOBEYECKOro
yMa, Ha4nHas ¢ HOBbIX M300peTEHU 1 3HaKOB, 0603HaYalOLLNX COBCTBEHHOCTL HA NPOAYKTHI U YCITYTK, U
3aKaH4MBasi KHuramu, dootorpapmsamm, KMHoUIbMaMn U My3blkarbHbIMU MPOU3BESEHUSAMMU.

ABTOpCKME MpaBa - 3TO MpaBa Ha WHTENNeKTyarbHyl0 COGCTBEHHOCTb Ha MPOW3BEAEHUs! HayKu,
nuTepaTypbl M McCKyccTBa. ABTOpPCKME MpaBa BbICTYMAlOT B KayecTBe rapaHTUM TOro, 4TO
WHTENNeKTyanbHbIA/TBOPYECKMA TpyL aBTopa He OyaeT HampacHbiM, [acT emy crpaBeanvBble
BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTax CBOEro Tpyaa, MonyyuTb M3BECTHOCTb M Npu3HaHue. Hukto
6e3 paspelleHnss aBTopa He MOXET BOCMPOM3BOAUTbL €ro Mpou3BefeHue, pacnpocTpaHsaTb, Ny6rnvmyHo
JeMOHCTpupoBaTb, MpodaBaTb, MWMMOPTUPOBAaTb, MyckaTb B MNpoKaT, NyGnMYHO  WUCMOMHATL,
nokasblBaTb/UCMNOMHATL B admpe unu pasmeLLaTs B MIHTepHeTe.

Wcnonb3oBaHue "nupaTtckoro” nporpaMMHOro obecneyeHnss MoXXeT NPUBECTU K MHOTUM pUCKaMm: OT
noTepu AaHHbIX K TBOMM akkayHTaMm [0 G/10KMPOBKM TBOEro YCTPOMCTBA, IAe YCTaHOBMEHa HerneranbHas
nporpamMma. He cTouT Takke 3abbiBaTb, YTO CYLUECTBYHT JeranbHble M GecnnaTHble nporpamMmel,
KOTOPblE MOXHO HanTK B CETU.

O noprane
CeTeBunyoKk.pch - TBOW rMaBHLIN COBETYMK B CETU. 34€Chb Thl MOXeELLb y3HaTb 0 6e30nacHOCTM B CETU

NOHATHbIM N OOCTYMHbIM A3bIKOM, a NP BO3HUKHOBEHUN KpVITVI‘-IeCKOIZ cutyauummn 06paTMTbCF| 3a COBETOM.
A Takke MNPUHATL y4acCcTue B KOHKypCax U CTaTb CaMbIiM LI,VI(prBbIM Fpa)K,El,aHMHOM!
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